Anonymous communications:

High latency systems

Anonymous email and messaging and their traffic analysis




Network identity today

Networking
Relation between identity and efficient routing
|dentifiers: MAC, IP, emall, screen name
No network privacy = no privacy!

The identification spectrum today
O4EAR - AOOS
Full Pseudonymity we are in! Strong

Anonymity E E ; |dentification



Network identity today (contd.)

NO ANONYMITY NO IDENTIFICATION
Weak identifiers Weak identifiers easy to
everywhere: modulate

Expensive / unreliable logs.

IP, M'_A‘C IP / MAC address changes
Logging at all levels Openwifi access points
Login names / authentication Botnets

PK certificates in clear _ _
Partial solution

Also: Authentication

Location data leaked Open issues:
Application data leakage DoSand network level attacks



Ethernet packet format
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Hthernet Frame Format

No integrity or
authenticity

64 bit preamble 13 sequenn::e of alternating 1 and 0 for recetver synchronizati on

with signal. MAC Address

Ewvery Ethernet adapter attached to a host ha®a unique 6-Byte addressy
B 02k ed b1 215 0001000:00000000:; Ti“;‘ =TT DDUDU]D

Ethernet standard defined by Kerox, DEC and Intel i es 16 kit type field
3

for demultiplexing to frame to higher level protocols. 1 023 standard uses
this field to determine how long the frame 13

Mazimum data payleadis 1200 Byte.
Cyolic Eedundancy Code (CEC-22) 15 used for error checking.

Fostamble indicates end of frame.



IP packet format

3.1. Internet Header Format

A summary of the contents of the internet header follows:
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Link different

paCketS together Example Internet Datagram Header

Weak identifiers Figure 4.

Same for TCP, SMTP, IRC, HTTP, ... No integrity / authenticity



Outline

Motivation and properties

Constructions
Unconditional anonymityz DC nets
Practical anonymityy Mix networks
Practical robustness

Traffic analysis
Measuring anonymity
Cryptographic attacks
Statistical disclosure attacks



Anonymity in communications

Specialized applications
Electronic voting
Auctions / bidding / stock market
Incident reporting
Witness protection / whistle blowing
Showing anonymous credentials!

General applications
Freedom of speech
Profiling / price discrimination
Spam avoidance
Investigation / market research
Censorship resistance



Anonymity properties (1)

Sender anonymity
Alice sends a message to Bob. Bob cannot know
who Alice is.

Receiver anonymity
Alice can send a message to Bob, but cannot find
out who Bob is.

Bi-directional anonymity

Alice and Bob can talk to each other, but neither
of them know the identity of the other.



