
Anonymous email and messaging and their traffic analysis



ÁNetworking

ÁRelation between identity and efficient routing

ÁIdentifiers: MAC, IP, email, screen name

ÁNo network privacy = no privacy!

ÁThe identification spectrum today
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NO ANONYMITY

ÁWeak identifiers 
everywhere:
Á IP, MAC

Á Logging at all levels

Á Login names / authentication

ÁPK certificates in clear

Á Also:
Á Location data leaked

ÁApplication data leakage

NO IDENTIFICATION

Á Weak identifiers easy to 
modulate
Á Expensive / unreliable logs.

Á IP / MAC address changes

Á Open wifi access points

Á Botnets

Á Partial solution
Á Authentication

Á Open issues:
Á DoSand network level attacks



Anthony F. J. Levi- http://www.usc.edu/dept/engineering/eleceng/Adv_Network_Tech/Html/datacom/

MAC Address

No integrity or
authenticity



3.1.  Internet Header Format

A summary of the contents of the internet header follows:

0                   1                   2                   3   

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

|Version|  IHL  |Type of Service|          Total Length         |

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

|         Identification        |Flags|      Fragment Offset    |

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

|  Time to Live |    Protocol   |         Header Checksum       |

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

|                       Source Address                          |

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

|                    Destination Address                        |

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

|                    Options                    |    Padding    |

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

Example Internet Datagram Header

Figure 4.

Link different 
packets together

No integrity / authenticitySame for TCP, SMTP, IRC, HTTP, ...

Weak identifiers



ÁMotivation and properties

ÁConstructions
ÁUnconditional anonymity ɀDC nets
ÁPractical anonymity ɀMix networks
ÁPractical robustness

ÁTraffic analysis
ÁMeasuring anonymity
ÁCryptographic attacks
ÁStatistical disclosure attacks



ÁSpecialized applications
ÁElectronic voting
ÁAuctions / bidding / stock market
ÁIncident reporting
ÁWitness protection / whistle blowing
ÁShowing anonymous credentials!

ÁGeneral applications
ÁFreedom of speech
ÁProfiling / price discrimination
ÁSpam avoidance
ÁInvestigation / market research
ÁCensorship resistance



ÁSender anonymity

ÁAlice sends a message to Bob. Bob cannot know 
who Alice is.

ÁReceiver anonymity

ÁAlice can send a message to Bob, but cannot find 
out who Bob is.

ÁBi-directional anonymity

ÁAlice and Bob can talk to each other, but neither 
of them know the identity of the other.


