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Global outline

Theme: protecting identity on the Internet
4 lectures (4 x 1.5h = 6h)

Authentication
Authentication (4" Dec, part |)
Simple anonymous credentials{4ec, part Il)
Anonymous communications & traffic analysis
High latency (& Dec, part I)
Low latency (& Dec, part II)
Practical deployment and relation with

computer security



Secure Authentication

Forward secrecy, privacy, Denial of Service protection, weak passwords...




Why Authentication?

Authentication protocols
Check the assertion a user makes about her identity

Studied very early
(e.g. NeedhamSchroeder 1978 already sophisticated)

Large volume of literature & Formal analysis
(Formal /DolewYao model)

Why such fuss?
Key role in computer security

Access control matrix:
Describe what operationsubjectscan perform on objects.

|dentify subject to make decision!




Authentication first!

Old daysg UNIX, mainframes, ...
Authentication: first interaction with system.
Known users interact with few known systems.

Username andpassword requested and
transmitted in cleaiz user authentication.
Context dedicated lines linking terminals to mainframe!
If you were in the terminal room you were already ok.
Physical security important and strong.

Shared keys used for network authentication between
mainframes

Too few for key management to be an issue



Authentication last?

Todayz Internet

Substantial public space requires no authentication
DoS Phishing, ...
Business with strangers

No preexisting shared keys
Public key cryptography needed!

Anyone can talk to a network host
Authentication Is last!
Transmitted over the insecure network.

Adversaries lurking everywhere!
Eavesdropping, Phishing, Denial of Service, credential stealing, ...



Our focus

Study two protocols used for authentication

Just Fast Keying (JFK)

(W. Aiello, SBellovin M. Blaze, R. Canetti,
J. loannidis, AKeromytis O.Reingoldz 2003)

Core security: public key based key exchange
Nice featuresDenial of Service preventigiprivacy, forward secrecy

RoadmapDiffie-Hellman exchange, JFK, properties

PasswordAuthenticated Key exchange (PAK)
(Boyko, MacKenzie Patelz 2000)
Password based key exchange
Secure againsgjuessing attacks
Roadmap: standard password authentication, PAK, (server
strengthening)




Revision

Discrete logarithm
and related cryptographic problems

Diffle-Hellman key exchange

ISO 97983 Authentication protocol



Discrete logarithms (I)

Assumep a large prime
(>1024 bits 2048 bits)
Detail:p=qr+lwhereqalso large prime
Denote the field of integers modulpasZ,

Example withp=5
Addition works finel+2 =3, 3+3 =1, ...
Multiplication too:2*2 = 4, 2*3 =1, ...
Exponentiation is as expecte# = 4

Chooseg in the multiplicative group o,
Such thatgis a generator
Example: g=2



Discrete logarithms (ll)

Exponentiation is computationally easy:
Givengandx, easy to comput@

But logarithm Is computationally hard:
GivengandgX, difficult to findx =log, g"
If pis large it is practically impossible

Related DH problem
Given @, g%, @) difficult to findg¥y
Stronger assumption than DL problem



Diffie-Hellman (1)

Alice (A) and Bob (B) do not share any keys

They want to chat securely
Confidentiality (encryption),
Integrity (message authentication),
Both need a shared key!

Diffie-Hellman protocol (1976)
Key exchange protocol
Two parties end up sharing a private key.

Not authentication yet!






